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CYBER BULLYING

e Central government, parents, charities,
teachers, students and ICT providers in
many countries are working together;

e Issue is multi-dimensional;
e Need to understand peer relationships



COST ACTION
<

e All European countries involved;

e Two conferences already discussing the
law and definitions

e Working groups identify key aspects



Cyberu Training

www.cybertraining-project.org



MAJORITY OF YOUNG PEOPLE HAVE
ACCESS TO INTERNET

e Elementary school children use
the Internet for games;

e High school students download
music and films; watch video
clips; use social networking
sites, upload files or
photographs; access blogs.



POTENTIAL RISKS IN VIRTUAL
WORLD

e ICT an arena where violence and bullying
can happen;

e Widespread concern about the dangers
that are emerging in the virtual world of
ICT;

e Anxiety that many children and adults
lack awareness of basic e-safety.



PHENOMENON OF CYBERBULLYING
.
e\What Is It?

e How frequent Is It?
e \What can we do about it?



WHAT IS IT?

.

e “the use of e-mail, mobile
phones, text messages, video
clips, instant messaging, photos
and personal websites, in order
to engage in repeated hostile
behaviour intended to harm
another person or persons”.



WHAT DOES IT LOOK LIKE?
<

e cyber-stalking, harassment, denigration;

e exclusion, teasing or making nasty
comments about another person;

e threats of physical violence or death to a
person or their family;

e posting offensive/embarrassing material a
on a website;

e menacing chain messages



Hozumi’s cell phone nearly drove him
to suicide

e "Even when | stopped going to school and
stayed at home, my cell phone kept ringing with
harassing e-mails,"

e He became anorexic and rarely emerged from his
room...

e ...and so distraught that he attempted suicide
twice.

e Eventually returned to school and graduated...

e ...but still haunted by the fact that classmates
regularly sent cell phone messages to him even
during the night telling him to die.
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http://www.asiaone.com/A1Home/A1Home.html
http://www.asiaone.com/Digital/Digital.html
http://www.asiaone.com/Digital/News/News.html

Hozumi’s recurring nightmare

-
e "When people tell you your life
IS not worth living, you start to
think that way," he said. "I
couldn't believe in human
beings anymore."



OUTCOME

S
e Perpetrators remain unknown;

e S0 no sanctions applied;
e Story publicised in media.



A FRIEND'S BETRAYAL
<

e Cyberbullying between two ‘friends’;

e 1/-year-old Andy took revenge on his
friend, Ben, aged 16, for telling peers his
personal secrets;

e He created an online fictitious character,
Callum, and lured Ben into an intimate
relationship with him.



THE REVENGE
<

e Andy circulated emails between Ben and
‘Callum’ to friends and teachers;

e Ben felt so embarrassed that he could no longer
face going to school;

e \When Ben discovered that ‘Callum’ had been
Invented by friend Andy the betrayal was too
much to bear;

e He then tried to commit suicide;

e Fortunately, Ben was discovered in time to save
his life.



CASE WENT TO YOUTH COURT
<

e Andy genuinely repentant and sobbed
uncontrollably at the Court;

e "lwish | never done it....I can't explain
what came over me. All | can say is that |
don't recognise that person and | don't
like who | was. | am wholeheartedly
unconditionally sorry. If you ever find me
doing this again, lock me up and throw
away the key”.



OUTCOME

e Andy pleaded to the charge of
harassment;

e Sentenced to a 12-month referral
order;

e Ordered to pay compensation to
victim of £250;

e His computer destroyed,
e Publicly shamed in media.



Cyberbullying in UK
(Smith et al, 2008)
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Incidence of cyberbullying
(Smith et al, 2008)
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Cyberbullying in UK
(Rivers & Noret, 2009)
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WHAT CAN WE DO?

]
e Sanctions

e Recourse to law

e Monitoring websites and social
networking sites

e E-safety advice



THE LAW
<

e Not a specific offence but criminal laws
apply in terms of harassment, and
threatening communications;

e School principals can regulate student
conduct on- and off-site;

e Can involve police, e.g. to investigate
menacing chain mails.



UK SCHOOLS ADVISED TO KEEP
EVIDENCE




EDUCATE FOR E-SAFETY
<

e Infrastructure of whole-site awareness,
responsibilities, policies and procedures;

e Effective range of technological tools;
e E-safety programme,
e Review process to monitor effectiveness

(British Educational and Communications
Agency, 2008)



GUIDANCE TO PARENTS, STUDENTS
AND TEACHERS

]
e Update anti-bullying policies;

e Advise target students on appropriate
action;

e Actively promote e-safety throughout the
school,

e Identify cyberbullies;
e Change their attitudes and behaviour;
e Apply sanctions.



ACTIVE ROLE OF NGOs
<

e Easily downloadable materials;

e Child-friendly guidance (DVDs, cartoons,
letters, etc);

e Colourful posters to display;
e Helplines for victims (e.g. ChildLine)



EXxisting research-based
knowledge

e Over 20 years of research into bullying

e Evidence about participant roles in
bullying

e Insights into the dynamics of the peer

group
e Bullying a collective phenomenon



Peer support involves qualities of..

o]
e active listening, empathy;

e a problem-solving stance;

e capacity to see things from
different perspectives



Peer supporters learn through role
play




Salmivalli’s Participant Roles
.

e Bullies, victims and bully-victims
e Assistants to the bully

e Reinforcers

e QOutsiders

e Defenders



Defenders
7

e Those who are willing to help and defend
neers In distress

e Peer support systems give these young
neople a framework within which to
oractise their helping skills




What does research tell us?
7

e Qutcomes for peer
supporters

e Qutcomes for users
e Impact on school ethos



Outcomes for peer supporters
S

e Peer supporters definitely benefit in terms
of self-esteem, confidence, empathy,
responsibility and doing something
worthwhile in the school (Naylor & Cowie,
1999; Cowie et al, 2002)

e Skills under-valued by teachers (Andres,
2007; Smith & Watson, 2004)

e In violent situations can feel overwhelmed
(Cowie & Olafsson, 2001)



Outcomes for users

e Appreciate the support (Naylor &
Cowie, 1999; Cowie et al, 2002)

e Bullied children feel safer (Andres,
2007; Smith & Watson, 2004)

e Even In extreme situations find it
helpful (Cowie & Olafsson, 2001)



Outcomes for school ethos
positive..

e Teachers: the presence of a peer support

system reassures pupils, even if they
don’t use it

e Parents: a peer support system shows the
school cares

e Pupils: gives image of school as ‘caring’



But some difficulties...
7

e Mixed effects on experiences and
perceptions of school safety (Salmivalli,
2001)

e Widespread lack of awareness of system
(Cowie & Oztug, 2008)

e Limited impact when not part of a whole-
school policy (Cowie et al, 2008)

e Some teachers remain sceptical (Smith &
Watson, 2004)



Peer Support as part of a whole
school policy...

e ...helps create an environment where
children feel safer - and offers strategies
to empower them



CYBERMENTORS
<

e Train volunteer students to take action;

e Offer helplines with practical tips for
victims;

e Active listening services;

e Monitor websites and blogs and report
bullying behaviour;

e Actively challenge where appropriate.
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WHOLE-SCHOOL APPROACH
<

e Sanctions have a place but punishment
not enough;

e External controls ineffective without real
consultation with parents, teachers and
students;

e Need to take account of complexity of
peer group relationships.



INTEGRATION OF INTERVENTIONS
<

e E-safety education;
Awareness-raising events;
Peer support;

Pastoral care systems;
Development of empathy;

Challenge cruel prejudice, e.q.
homophobia.




NEED TO TAKE ACCOUNT OF
RESEARCH FINDINGS

]
e Identify evidence-based interventions;

e Monitor and evaluate effectiveness of
action;

e Build on existing knowledge;
e Avoid moral panics;

e Involve children and young people as
partners.



