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Introduction Since the millennium, there has been a huge technological growth in the ways in which young
people have been able to interact with one another, with rapid developments in online gaming, instant
messaging, broad-band connectivity and social networking sites. The Internet is widely perceived as a valuable
resource in young people’s lives for accessing social networks, and offering a means of social engagement for
adolescents who may face difficulties in making friends, for example those who are school refusals.  The
widespread ownership of mobile phones has enhanced the personal safety of children.  However, as responsible
adults, we need to recognise potential risks and be ready to safeguard young people in the virtual, as in the real,
world. Although ICT has opened up new avenues of communication and enhanced opportunities, it is also an
arena where violence and bullying can happen.
What is cyberbullying? Cyberbullying has been defined as the use of e-mail, mobile phones, text messages,
video clips, instant messaging, photos and personal websites, in order to engage in repeated hostile behaviour
intended to harm another person or persons (Smith et al., 2008).   It varies in the forms it takes but can include
cyber-stalking, harassment, denigration and exclusion, teasing or making fun of or making unpleasant comments
about another person.  Internet bullying can also involve threats of physical violence or death to a person or their
family, or psychological bullying such as posting offensive and embarrassing material about a person on a
website, or menacing chain messages (Rivers & Noret, 2009). Many young people do not know who is bullying
them since cyberbullies can hide, for example in chat rooms, behind screen names and avatars enabling
anonymity.  The presentation illustrates the nature of cyberbullying and its potential for serious emotional
damage to its targets in two case studies, one involving bullying by a group and the other involving bullying by
a `friend` (Cowie, 2009). The first case study indicates the acute emotional distress that cyberbullying by an
anonymous group of peers can cause. The target became a ‘school refusal’ so an additional outcome appears to
be that, since he spent so much time away from school, he failed to gain the qualifications that might have
enabled him to apply for further study, for example at university.  The second case study shows how the Internet
can exacerbate anxieties over sexual orientation and fears about `coming out` in front of peers. In this case, the
cyberbullying involved a breach of trust between two apparent friends. In each case, shaming in front of the
whole peer group was a major factor in causing distress.
The incidence of cyberbullying  Rivers and Noret (2009) point out that, in contrast to the longstanding
agreement amongst researchers of traditional forms of bullying about the repeated nature of the behaviour,
researchers of cyberbullying have been less restrictive in applying a definition that requires a persistent and
meaningful interaction between the perpetrator and the victim, mainly because of the anonymity offered to the
perpetrator. They often fail to take account of advances in technology with the result that we do not know
whether apparent increases in incidence are simply the outcome of greater availability of new forms of ICT.
This makes it difficult to be precise in documenting actual rates of cyberbullying, depending on the ways in
which the questions are asked and the actual definition of the behaviours and media used.  As a result, rates of
cyberbullying have been reported internationally as ranging from 4% (Ybarra & Mitchell, 2004) to 36%
(Hinduja & Patchin, 2008).
In the UK, Smith ete al. (2008) report results from a survey of 533 secondary school students. Cyberbullying
increased with age, from 14% at age 11-12 years to 23% at age 15-16 years, with the most reported types of
cyberbullying being instant messaging (10%), telephone calls (10%) and text messages (7%) In this survey,
students were asked about who had done the cyberbullying.  Some were reported to be in the same class (21%)
or a different class in the same year group (28%) and a few from higher years (6%) or a different year (2%).
Some were from different schools (22%) and some did not know the identity of the bully (21%).  Girls were
more likely to be the victims of cyberbullying than boys.  In a longitudinal study of a cohort of 2,500 11- and
13-year-olds, Rivers and Noret (2009) found an increase in the incidence of offensive material, especially
amongst girls, from 13% in 2002 to 16% in 2006.  However, reports of frequent (once a week or more) receipt
of such messages remained stable over the same time period at 1.00%-1.08% with no significant differences
between boys and girls.  Girls were twice as likely as boys to be cyberbullied (21% as opposed to 10%) once a
term.  But there were no gender differences for frequent cyberbullying and very little change across time.
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Smith et al (2008) found that boys who were being bullied offline were more likely to report being cyberbullied.
Unpopular girls were more likely to report being cyberbullied.  In the case of boys, Rivers and Noret (2009)
suggest that male bullies extend existing threats of direct physical attack to on-line forms of bullying.  In the
case of girls, the sending of nasty or threatening online messages is an extension of existing manipulation of
peer relationships in order to ensure that unpopular girls remain unpopular and are further excluded from the
peer group.  Furthermore, of the 42 traditional victims who were also cyberbullies in the study by Smith et al
(2008), 30 were traditional bully-victims.  These findings confirm other studies (e.g. Ybarra & Mitchell, 2004)
that indicate strong links between online and offline bullying.
What can be done to prevent cyberbullying? Cyberbullying is far harder for parents and teachers to tackle
than face-to-face bullying because of the anonymity of cyber space and a lack of technical knowledge on the
part of adults.  However, there is already a wealth of expert advice and guidance available (for example, Shariff,
2008).  In the next section, we examine different aspects to the solution.
Recourse to the law Cyberbullying is not a specific offence but there are criminal laws that can apply in terms
of harassment, and threatening or menacing communications.  In the UK, for example, government guidance
advises head teachers to contact the police if they feel that the law has been broken and to become aware of the
legal support available to them when applying sanctions.  Schools have some power to regulate the conduct of
pupils when they are off-site, including the right to confiscate mobile phones and other items. Schools play a
critical role in this process by disseminating information about the legal position on cyberbullying and by setting
up forums for generating debates amongst all users, young people and adults, about the role of the law in
regulating behaviour online.
Monitoring websites  In the UK, three of the major mobile phone service providers employ moderators to
support anyone who needs assistance. The moderators also ‘patrol’ the chat rooms and will intervene if
necessary. Providers offer web-based advice to parents and children on Internet and phone safety, and on what
to do if you are being cyberbullied, as well as links to NGO and government helplines and guidance. Providers
suggest contacting the police when necessary. They also provide teams to trace the source of offensive calls.
The companies will change the child or young person’s mobile phone number if requested to do so. All the
companies say that they have staff who are trained to help customers deal with nuisance calls, including
cyberbullying.  The major providers have taken some steps to make cyberspace safer for children and young
people.  For example, some providers, such as Bebo, now have a ‘panic button’ for children to press if they
suspect that they are being abused or bullied on a social networking site. This ‘panic button’ is provided by the
UK Child Exploitation and Online Protection (CEOP)
Byron (2008) suggested that Internet providers should make clear links to child safety information from search
pages, review good practice on age verification and take account of changing risks to children from mobile
Internet access.
Provision of guidance on cyberbullying
Throughout Europe, both government and the voluntary sector are active in designing informative websites,
useful leaflets, campaigns and initiatives to address the issue of cyberbullying. The materials that are currently
in existence are attractively-produced to appeal to children and young people. In some instances, training is
provided on how to tackle cyberbullying. For example, BeatBullying trains ‘cybermentors,’ young people who
are vigilant on the Internet and who agree to work in shifts where they offer help to victims and come to the aid
of people on the spot.
Promoting e-safety The British Educational Communications and Technology Agency (Becta) (2008) proposes a
coordinated approach to reduce the risks, by drawing together a package of policies and practices, education and
training, infrastructure and technology to address the issue. Similarly, the Council for Child Internet Strategy
(UKCCIS) has devised a range of interventions and policies to improve the e-safety knowledge and skills of
children, young people and parents, for example, through guidance to teacher training providers and schools on
e-safety, as well as an e-safety element in the ICT skills test for new teachers. It also promotes a National
Acceptable Use Policy toolkit for all schools, referencing responsible use of school IT networks and equipment,
Virtual Learning Environments (VLEs) and mobile phones. The Charter for Media Literacy (Media Literacy
Task Force, 2009) emphasises media literacy and creative empowerment for all generations.  The Charter
proposes that the most effective way of ensuring e-safety is to equip adults and children with the critical tools
that they need to understand the varied facets of the ever-changing digital world. The emphasis is on working
collaboratively to develop media literacy by placing more emphasis on engagement and empowerment. The
central point of this argument is that the digital world is an extension of the world that we already know
Do research findings inform action against cyberbullying? Essentially current action against cyberbullying
proposes  that educators, parents, ISPs and government should collaborate to devise as many support
mechanisms as possible to ensure that adults as well as children and young people keep up-to-date with the
rapid advances in technology in order to maximize safe use, promote emotional well-being, and create friendly
social networks.  However, it is much rarer to find that the suggested interventions are based on evidence
derived from research.  This is all the more surprising since researchers have been investigating school bullying
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for over two decades (Cowie & Jennifer, 2008; Olweus, 1993) and there is a strong overlap between online and
offline bullying. Currently there is a great deal of emphasis on sanctions.  However, the research literature
advocates caution since findings indicate that over-reliance on sanctions is often counter-productive.. For
example, Skiba et al. (2006), in their report to the American Psychological Association Zero Tolerance Task
Force, concluded that zero tolerance policies actually fail to make school environments safer. They also
observed that zero-tolerance policies can be construed as racist in the local community.  Skiba and colleagues
conclude that far more emphasis needs to be placed on the host of existing strategies to promote school safety
and prevent bullying and violence. Zero tolerance strategies should only be used in the most extreme and severe
cases of bullying and even then used with great thought for the needs and rights of all the individuals involved,
including the bullies.  Based on this evidence it would seem that authoritarian, punitive use of sanctions is not a
good approach.  Concerns about the insensitive use of zero-tolerance methods are confirmed by large systematic
reviews of existing anti-bullying systems. Smith et al. (2004) addressed the controversial issue of punitive
sanctions. They acknowledged that some sanctions will always be part of a school’s policy to counteract
bullying. However, they found that when schools promoted an emphasis on positive relationships and created an
ethos of care and responsibility, the need for strict sanctions declined. When sanctions were applied, the
perpetrators were more likely to perceive them as fair and meaningful. The reason for this was that the students
had been included in the process of creating the school rules and had been made aware that negative behaviour,
such as bullying, had consequences. So the sanctions were not perceived as unreasonably punitive.
It would appear that sanctions have an important role to play in addressing the problem once it has occurred, but
punishment alone is not the most effective way of preventing cyberbullying. Nor is it necessarily helpful to
respond to media-induced moral panic only through external control of websites, without ongoing consultation
with representatives of all members of the school and its community. When schools promote a positive
emphasis on relationships and create an ethos of care and responsibility, there is less need for strict sanctions.
This is particularly true in cases where the students themselves have been involved in the process of creating the
rules and codes of conduct in their school.
Real account needs to be taken of the complex social dynamics of the peer group when considering how to
address bullying (Cowie & Jennifer, 2008).  As we have seen, cyberbullying can be generated by individuals or
groups, and it can also be embedded in the social systems of the school. We know that the social context plays a
critical role in the emergence of bullying behaviour so there is a lot that young people can do to prevent it happening
and to address it once it has happened.  Salmivalli et al. (1996) found that most students know when someone is
being bullied, even if they are not directly involved themselves, and identified a number of participant roles in
bullying. This included not only Bullies and Victims, but also Assistants to the bully, Reinforcers of bullying,
Outsiders and Defenders. Each role can have a profound impact on whether bullying continues or whether members
of the peer group intervene to stop it. Assistants actively help the bully (e.g., by keeping a look out for the approach
of a teacher) and Reinforcers provide positive feedback to a bully by shouting encouragement or laughing at the
victim’s plight. Outsiders contribute indirectly to a bullying situation simply by taking no action against the bully,
even though they are likely to be aware of what is happening. Outsiders constitute the silent majority who keep their
heads down and mind their own business. Defenders actively defend victims, for example, by running for help or by
offering support to the victim, either at the time of the incident or afterwards. Taking account of the social context in
which cyberbullying takes place offers essential insights into why it happens and why substantial numbers of
children and young people can take part, whether influenced by their families, their communities or the immediate
peer group.  Peer support as an intervention to counteract bullying has a strong part to play, especially when part of a
wider whole-school approach (Cartwright, 2005; Cowie et al., 2002; Cowie & Smith, in press).
In the two case studies that we quote in this presentation, there were a number of interventions that could have
prevented the cyberbullying from escalating to the serious levels that it reached. The schools in each case could
have created opportunities for e-safety education for all students and held awareness-raising events on the
dangers from ICT as well as the benefits.  The schools could have taken much more positive action when it was
observed that a student like Hozumi was refusing to come to school.  Andy, in case study 2, claimed to be a
person who “worked with the victims of bullying”, so presumably there existed a peer support system in his
school.  Regular supervision of peer supporters would have brought to light issues relating to misuse of the
Internet.  The teacher in charge of the peer support scheme at this school could then facilitate in-depth reflection
during supervision in order to identify key training needs for peer supporters with regard to cyberbullying.  Peer
supporters, for example, could be trained to act as cybermentors to maintain on-line vigilance and to provide
immediate support and advice for victims.  The pastoral care teams in the school as well as the systems of peer
support should have created confidential systems to which Ben could have been given access to information and
guidance. The adults whom he contacted would have urgently referred his case on to specialists trained to deal
with acute emotional distress and suicidal tendencies. The humiliation of Ben could have been greatly reduced if
at least some of the students in the peer group had refused to laugh at the embarrassing e-mails and had instead
shown some empathy for him.  Development of empathy for a peer in distress would be an integral part of the
school`s pastoral case system and personal and social education curriculum. The school could have promoted a
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campaign to challenge cruel homophobic prejudice and linked the campaign to wider education on sexual
behaviour and common sexual fears and anxieties.  This would include promotion of the right of students to
have clear information about sexual orientation issues.
With a more sophisticated whole-school approach, education authorities and central government can develop
detailed guidelines for teachers, principals and administrators regarding the extent of their obligations to prevent
and reduce cyber-bullying, and inform schools on the latest strategies for networking with parents, police,
technology providers and community organizations to provide support systems for victims and perpetrators of
cyberbullying. I also suggest that peer support schemes have a unique contribution to make.  Students can learn
to protect themselves against cyberbullying through e-safety guidelines.  They can be vigilant online to report
harassment and abuse when they observe it.  They can also refuse to condone or reinforce bullying behaviour
that demeans fellow students, whether through cell phone messages, blogs or websites.  Most importantly, it is
essential to acknowledge that the problem is multi-dimensional and without a full understanding of the complex
ways in which young people relate to one another it is unlikely that cyberbullying will be reduced.
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